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15th Century: Luca Pacioli “The 
Father of Auditing - Advocated for 
Population Auditing!
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Now!



Why does auditing needs to change?
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• Most controls are monitored manually.

• Critical controls go untested.

• Control breakdowns are identified long after they occur.

• CFOs sign off on financials with imperfect information.

Companies today…

Excessive Audit & 
Compliance Costs

Unnecessary
Risk & Fraud

Inefficient
Business Processes

Wasted
Time & Effort



Why Accounting/Auditing needs to 
change now – “Crisis of Practice”!

- Latency
- Demands of the Millennial Workforce “According to a study 

by CompTIA, three-quarters of millennials say technology 
usage by a company affects their employment decisions.”

- Non-Statistical Sampling vs. Population Auditing

- Periodic vs. Continuous Audit Methods

- PCAOB’s Audits of Firms

- Four Eyes & Collusive Fraud
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ACFE 2018 Fraud Report to the Nations

Note: 49% of all fraud is collusive 
(2018 ACFE Fraud Report to the 
Nations) and almost all Financial 
Fraud is collusive (per prior reports)!!
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Why does auditing need to change?

When the U.S. Department of Justice prosecuted a Morgan Stanley managing director last year 
for circumventing internal controls to violate the Foreign Corrupt Practices Act, it tipped its hat to 
the bank for Morgan Stanley's efforts to prevent such actions. It was practically an endorsement 
for the up-and-coming practice of continuous monitoring, says Patrick Taylor, CEO of Oversight 
Systems.
The Justice Department imposed the maximum penalty on Garth Peterson, who admitted 
to paying off Chinese officials as part of a real-estate scam, but brought no action 
against the firm, citing its extensive policies, internal control, and training meant to 
prevent FCPA violations. The Justice Department even noted: “Morgan Stanley's 
compliance personnel regularly monitored transactions, randomly audited particular 
employees, transactions and business units, and tested to identify illicit payments.”
That got the attention of compliance and corporate governance professionals, says Taylor. 
Companies tune in to new laws and regulations, but they pay even closer attention when an 
enforcement agency describes specific factors in a decision not to pursue charges against a 
company. “In the last three to four quarters, we're seeing some recognition of the power that 
continuous monitoring can add to the compliance domain,” says Taylor. “The DoJ specifically 
recognized Morgan Stanley for its ongoing transaction monitoring.” (Patrick Taylor –
CEO Oversight Systems)



Are you seeing the risks in your 
organization??

What is 
Continu
ous 
Auditing
?



Continuous vs. Traditional Auditing

Continuous Auditing (continuous 
assurance)

Traditional Auditing

Observing events close to or when they 
happen

Observing events as part of a periodic 
(annual) review process.

Automatic alarming when exceptions occur Manual reporting of findings when 
observed in periodic reviews

Population data review Sampling data review

Integrating data across multiple and 
distinct processes

Capturing data from each process 
separately

Performing repeated automated tests with 
low variable costs

Performing mostly manual tests or 
interviews with high variable costs.



Continuous Audit (CA) vs. Continuous 
Monitoring (CM)

CONTINUOUS 
AUDITING

CONTINUOUS 
MONITORING

Independent assurance 
function by an internal 
or external auditor

Management / assurance 
function at the pleasure 
of management for 
compliance, process 
control, etc...

Uses a variety of 
automation tools and 
formalized business rules 
to audit.

Uses a variety of 
automation tools and 
formalized business rules 
to monitor
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The Respective Functions are different,
but the tools should be the same.

Business Process 
Owners
Etc.

 Internal Auditors
External Auditors



Why automate audit: why does it 
matter?

1. Improved audit quality, impact and assurance level by:
 company-wide coverage
 access to hard/proven facts from first hand sources (databases)
 continuous observation/evaluation

2. Improved audit productivity and reduced audit cost by:
 better audit scoping and increased effectiveness (due to improved audit risk 

analysis)
 automation of audit actions or even audit phases (opportunity to skip up to 70% of

audit process in some high impact areas*)
 reduced travelling effort (due to remote access to information)
 Easy user interface requiring no special expert knowledge to be used by all auditors
 increased reliance of external auditor on results of ICS and internal auditor
 Reduced client effort for preparation and support of audit engagements
 allocation of monitoring/auditing effort as close as possible to the root cause

3. Prevent fraud/bribery by leveraging technology to create a
“perception of monitoring” (big brother is watching you effect)

4. Attract and retain top talents by provision of an innovative, high 
productive working environment



What does automation provide?

• Quality – Sustainability via Automation
Current Solutions
• Point in Time 

• Reactive, Manual

• Sampling

• Disconnected

• IT only

Sustainable
Solutions
• Continuous 

• Proactive & 
Automated

• Comprehensive

• Integrated

• Business, IT
Finance

Cost of Control

Efficiency & Effectiveness
of Processes & Controls

Cost of Control



How will audit change in the future?



Current State of Continuous Auditing 
/ Monitoring at many large firms

 Internal Audit Many Bus Groups.

GAP??



CA/CM = same platform/tools with
different views, used by all control 

assurance stakeholders! 
Business
Managers

Financial
Managers

ICS
Managers

External
Auditors

one common platform

Internal
Auditors

Easy user interface, requiring
no special expert knowledge!



CA 
Examples
/ Impact! 

Analytics are telling a story 
with your data



What does an automated audit / 
monitoring tool look like?

20 P2P-SoD Rules

Preventative Controls
Security Weaver

Detective Controls
ACL-CCM

12 Key Controls

1. Check for suspicious vendors / blocked vendors
2. Manipulation of / inconsistencies in Master Data 

(e.g. Conto pro Diverse)
3. PO approver vs. GR creator
4. PO creator vs. Invoice approver
5. PO creator vs. Payment approver
6. Check data validation of critical fields
7. Identify split transactions
8. Identify incorrect sequence of process steps
9. Three-way match (PO vs. GR vs. IR) 
10. Identifying duplicate payments
11. Check for users having inappropriate access
12. Reconciliation of payments made

with purchasing transactions
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1. Create & maintain PO vs. process GR
2. Create/maintain vendor record vs. 

create/maintain PO
3. Create/maintain PO vs. approve PO
4. Approve PO vs. process GR
5. Approve PO vs. create/maintain vendor 

record
6. Create/maintain vendor record vs. 

create/maintain PA
7. Create /maintain vendor record vs. process 

invoice
8. Process outgoing payment vs. process 

invoices
9. Process outgoing payment vs. 

create/maintain vendor record
10. Process vendor invoice vs. create/maintain 

PO
11. Process outgoing payment vs. 

create/maintain PO
12. Perform service acceptance vs. process 

outgoing payment
13. Process outgoing payment vs. approve PO
14. Approve PO vs. process vendor invoice
15. Process outgoing payment vs. 

create/maintain PA
16. Process vendor invoice vs. create/maintain 

PA
17. Process outgoing payment vs. service 

master maintenance
18. Process vendor invoice vs. perform service 

acceptance
19. Process outgoing payment vs. maintain 

bank account
20. Process incoming payment vs. maintain 

bank account
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4 PUC Controls

1. User is missing email address
2. User hasn't logged on in last 120 days
3. Email address assigned more than once
4. Multiple combination of GID and Email
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33 PAC Controls

1. Enable logging of users with extensive 
authorizations

2. Enable logging of changes to critical 
tables

3. Prevent loss of posting data due to 
database reorganization

8. Check usage of Esprit interface for 
consolidation

9. Enable Esprit data provisioning only for 
closed posting periods

10. Prevent multiple logins of the same user
11. Enable authority checks for transaction

codes
12. Prevent usage of standard user 

passwords
13. Require use of strong password and 

login parameters
14. Require authorization checks for remote 

access
15. Require standard transport path for 

changes in productive environment
16. Prevent global disablement of 

authorization checks
17. Prevent automatic deletion of aborted 

postings

23 SAP-SoD Rules
1. Basis Development vs. Transport 

Administration
2. Basis Development vs. Configuration
3. Basis Table Maintenance vs. Client 

Administration
4. Basis Table Maintenance vs. System 

Administration
5. Basis Utilities vs. Transport Administration
6. Basis Utilities vs. Configuration
7. Create Transport vs. Perform Transport
8. Maintain Authorization Profile vs. Activate 

Authorization Profile
9. Maintain Authorization Profile vs. Maintain 

User Master
10. Maintain Authorizations vs. Activate 

Authorizations
11. Maintain Authorizations vs. Maintain User 

Master
12. Maintain Authorizations vs. Maintain 

Authorization Profile
13. Maintain User Master vs. Maintain Roles
14. Security Administration vs. Transport 

Administration
15. Security Administration vs. Client 

Administration
16. Archiving vs. Transport Administration
17. Archiving vs. Client Administration
18. Archiving vs. Configuration
19. Archiving vs. System Administration
20. Basis Development vs. Client Administration
21. Basis Development vs. System Administration
22. Basis Utilities vs. Client Administration
23. Basis Utilities vs. System Administration
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Basis PAC Controls P2P PAC Controls3b
4. Enable error message when target quantity 

of a contract exceeded
5. Enable customizing parameters for two way 

match
6. Enable customizing parameters for three 

way match
7. Prevent duplicate invoice posting
18. Prevent payments to alternate payee
19. Require approval of changes to sensitive 

master data fields
20. Prevent automatic creation of PO during GR
21. Enable blocking of suppliers in PO creation
22. Prevent removal of payment block flag 

during payment processing
23. Prevent use of one-time vendor accounts
24. Prevent posting of unvalued GR
25. Block invoices when quantity deviates 

(beyond tolerance) from GR
26. Prevent reversal of GR after IR
27. Enable duplicate vendor check
28. Prevent change of payment terms for a PO
29. Prevent change of account assignment after 

GR and IR
30. Enable automatic closing of purchase orders 

when GR matches order amount
31. Prevent bypass of GR/IR accounts during 

PO creation
32. Prevent changes to tolerance limits during 

PO creation
33. Define mandatory fields during Vendor 

Master maintenance

GR: Goods Receipt
IR: Invoice Receipt
PO: Purchase Order
PA: Purchasing  Agreement

1. Payments to banks located in non-cooperating 
countries

2. Payments to countries with low CPI (Corruption 
Perception Index)

3. First time transactions
4. Transactions with differing bank country vs. 

payee country
5. Transactions with differing transaction currency 

vs. payee currency or bank country
6. Transactions with round amounts (more than half 

of the digits of the amount are zero at the end)
7. Reconciliation of business partner by IfA-number 

/ GID (unique identifier)
8. Screening of business partner against warning 

lists (OFAC, EU-List, etc..)
9. Check existence of corresponding open items
10. Payments to banks located in tax havens

3

3a

10 PayBAC Controls*2

1

Sample Analytics Library for Purchase to Pay process – Over 100 key controls



Dashboard – Tool used by CF O’s & 
Business Monitors ~100 controls 
Across IT, P2P, Banking, etc.



Dashboard – Tool used by CF O’s & 
Business Monitors ~100 controls 
Across IT, P2P, Banking, etc.



Vendor Risk Analysis Process

Data from Siemens 
Company Systems

Prohibited 
Listings Private 

Mail Svc 
Listing

APEX Analytics Proprietary 
Resources and Algorithms

High Risk 
Address

Payment

Vendor

Invoice

Employee

Prison 
Addresses

Proprietary 
Algorithms

Scam 
Vendors

Final Report 
(SOC 

Escalations)

Automated 
Analysis

Input Sources
Automatically 

Generated Risk 
Flags Report

Manual 
Research by 
GSS Analyst

FirstStrike™
Vendor Risk 

Flags Analysis 
Report

Review 
Public 

Domain 
Sources

Search 
Siemen

s AP 
System

s

Isolate
Findin

gs

Collect, 
Review 

Docs Questionable 
Vendors Report 

(SOC              
Escalations)



Vendor Risk Analysis Process



Vendor Risk Analysis Process



Audit Automation with SAP Hana



Audit Automation with SAP Hana –
AI/BI to Continuous Auditing

Need to add “Closed Loop 
– Escalated Alerting”

WHY????
Adds an active process control.
Gives information ownership / Resp. to 
the user (and monitor if appropriate) –
and assures they follow-up / remediate.
Assures process conformance
Changes behavior and ensures 
sustainability.
Eliminates testing / sampling as the 
control becomes the test!!
Fully reliable by external auditors, 
eliminating their need to sample, test –
reducing the overall audit / assurance 
process.



SAP’s Audit Information System (AIS) 
available on all SAP Systems!!



Continuous Auditing Enables a 
“Virtual Close”



Cost / Impact Benchmark Example:
Wells Fargo (Rev = 32B, 230 Auditors) 

Impact
500% increase in 
impact/coverage!

Savings
90% decrease
audit hours!

Savings
99% decrease

in reporting effort!

Savings
87% FTE reduction
in store Audits
5% overall FTE reduction 



Sample of value proposition for
or a CA/CM tool for a large Firm

Benefits (In thousand €)

Detail items EVA year 0 EVA year 1 EVA year 2 EVA year 3 Total

Reduced compliance costs Internal 
Audit

1,761 10,000 10,000 10.000 31,761

Reduced compliance cost Business 199 1,130 1,130 1,130 3,589

Reduction in external auditing fees 
(4% by Yr. 2)

228 1,700 2,300 2,300 6,528

Total benefits 2.188 12,830 13.430 13.430 41.878

Development Cost 6,959 1,350 1,350 1,350 11,009

Internal Audit  Resources 1,082 0 0 0 1,2

Total costs 8,041 1,350 1,350 1,350 12,091

Net value per year -5, 853 11,480 12.080 12.080 29.787

Fraud and Error Prevention (Assume 
just ½ of 1% of Rev)

38,500 154,000 288,750 385,000 866,250



Blockchain/DLT = Cheaper, 
Better, Faster & Way More 

Secure

Auditing
BC/DLT
Systems



Types of Blockchains / Smart 
Contracts:

UTXO  “unspent transaction output.”
• More Mature
• Managing Value Transfer
• Never been hacked

Balanced Based Block Chain
• Early Maturity Level
• Deals with processes / smart contracts
• Secure but have had issues - DOW



Auditing Blockchain – Traditional 
Audit Methods will not work!

Pros:
• Much higher level of control precision & formalization
• Security / Sustainability via distributed ledgers → no single point of failure
• Fully automated / integrated ecosystem secured by cryptography
• Consensus prevents collusion→ instead of “4 eyes” - 8, 100, 1000 eyes! 

Cons:
• Blockchain new / suspect first implementation less than a decade ago
• Objectives, risks, and controls are different for single database processes
• Limited technical expertise / experience in audit and IT around blockchains  



Auditing Blockchain – Impact of DLT 
on Mgmt. Assertions (WSBA)



Auditing Blockchain – System Audit on 
Blockchains

With Blockchain, auditing is just plain different
_Audit Insights

- Blockchain protocol code is open source and 
secured by the consensus mechanism - mostly 
self-audited. Blockchain transaction controls 
include ubiquitous cross protocol controls which 
help address risks with smart contracts

- No passwords, permission is by the consensus or 
all participants, no SOD, super users, etc...

- The blockchain is an immutable log /archive

- All transactions and change management is 
controlled by the consensus mechanism

- The blockchain is an immutable archive

- Blockchain has no need for a data center

Reduces Risk and Activities



Auditing Blockchain – Impact of DLT 
on Mgmt. Assertions (WSBA)

Protocol Accreditation CM Monitoring Transaction Assurance

Verify for participating nodes & regulators 
the sound design of the protocol against 
industry standards & best practice 
respected frameworks / standards (NIST, 
Cobit, ISO 27001, IIA, etc.) ensuring key 
controls are not missing.

Verify the sound design of consensus 
mechanism is consistent with requirements 
of respective protocols and the baseline 
design is approved by the participating 
nodes.

Assure the security, availability, 
immutability, processing integrity, 
confidentiality, validity, scalability, etc. of all 
transactions on the blockchain/DLT 
network.

Verify via automated analytics that 
ubiquities, “best practice” protocol rules / 
controls are in place for any public or 
private blockchain.

Validate node rights / participation, 
quorum, voting participation, etc. to ensure 
the protocol required and user defined 
baseline consensus mechanism is 
operating effectively.

The Libra Audit Engine will provide 
assurance on ubiquitous controls related to 
any smart contract and will allow user 
configuration of additional controls as 
defined by the needs of the specific use 
case.



Libra Audit Solution for Blockchains

Libra Interface
- Questionnaire
- User Configuration

Libra Library
- Base set of blockchain controls
- Ability to add custom rules

Libra Engine
- Controls/Rules Engine
- Alerts & Notifications



Libra Audit Solution for Blockchains.  
“System of Record”

Blockchain

Wallet

Exchange

Bank

Transaction 
Repository

System of 
Record

General 
Ledger

Audited
Financial 

Statements
Reconciliation



Current State of Information in 
Many Companies

Barriers 
to 
Adoption 
of CA



Barriers to Adoption of CA

It is too intrusive

Fear of PCAOB Challenge (For non compliance to their own audit standards)

Too expensive and complex to implement. (i.e. billing based on “bodies & hours”)

Auditing software will slow down operational system performance.

Comprehensive analysis, testing and comparison of transactions is not practical in real-time.

Risk not being independent. 

Confidentiality and privacy considerations

Adequate restriction of auditor access (display only)

Modification of auditor software routines or tools to perform unauthorized activity

Potential impact on systems integrity and availability

Privacy regulations, e.g.: HIPAA – Healthcare industry, Graham-Leach-Bliley Act – Financial services 
industry ,etc...
D. Searcy et al. , based on feedback from partners at the big 4 accounting firms, condensed all barriers to continuous auditing into three categories, which 

they identified as people impediments, process impediments



Barriers to Adoption of CA

“The phonograph is of no commercial use” (Thomas Edison, 1880).

“Everything that can be invented has been invented” (Charles Duel, Director 
US Patent Office, 1899).

Who the hell wants to hear actors talking?” (Harvey Warner, 1927).

“I think there is a world market for about five computers” (Thomas J 
Watson, Chairman, IBM, 1943).

“There is no reason for any individual to have a computer in their home” 
(Ken Olhson, President of Digital Equipment Corp., 1977).

“640k ought to be enough for anyone” (Bill Gates, 1981).



Discussion / Questions & Answers

Q&A


